Advancing Zero-Defect Through®s =mm |
Process-Oriented Rellablllty\aad\ ey WEg -

—~== e :
Soft Error Risk Integration .. e
3 —~— g, \»n.‘,
: ¢ S \ﬁ\"‘*xﬁ
Yang, Calvin =2 N %‘_' S
Huang, Ryan | - ‘;‘::_
Chen, Dennis e AR R
SERBREROERAT & ERIERBRHEREAT \
SISt SGS Taiwan Ltd. &SGS Taiwan Ind strial/Service




OUTLINE

= Introduction & Objective

= Frameworks and Standards Landscape

= Proactive Reliability through FMEA

= Expanding Reliability Scope: Soft Error Risk (SER)

= Building a Zero-Defect Ecosystem
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A_EC-QOO4 Drives Zero Defect

= Zero Defect Approach: Ecosystem

. Any condition (hard/soft) that . CoIIaborat?on across supply chain
« From Quality to Safety
threatens zero-defect assurance
In automotive electronics

Integrated
= Supply Chain Collaboration: Practices
. * FMEA-driven
= Integrated with Safety and . E:;Z?;;;i?:cs AEC-Q004 * Verification flow

rellablllty frameworks Governance hub for

defects
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Frameworks and Standards Landscape

Automotive electronics: increasing complexity & safety-critical role
+ AEC-Q004 Zero Defect framework
 Position: Zero Defect = governance hub

Process

. SYSTEM DESIGN
Compliance
g |soz1434| @
O 15026262 mo| System
‘ 9 - I E Module
Gml) 1ATF 16949 Al & Testi
esting
ASPICE IC
—l-
AEC 1SO Product
SER A ) .y
JESD 47 Q100 16750 Reliability

1. ASPICE: Automotive Software Process Improvement and Capability Determination

2. SER: Soft Error Risk SGS
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a)llaboration Across the Value Chain

= Both upstream and downstream partners should collaborate to achieve Zero Defect across the
supply chain

= In response to quality requirements, the upstream partners request ZD compliance, and the
downstream partners deliver ZD-compliant parts

- AEC —-Q004 Compliance Objective
« Zero defect delivered across ecosystem

« Unified Zero-Defect Strategy
« Transparency and OEM Confidence

« Addressing Emerging Reliability Threats

* Process-Oriented Assurance Across the

Value Chain

_SGS.
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Zro Defect Framework

= The framework shows how applying these methods can enhance Zero-Defect (ZD) performance

= Leveraging systematic tools improves quality and reliability across design, manufacturing, and
management

: Redund Simulati Charact
Product Design @ [DFMEA }[ ey a]{ BIST ][ DFT }[ DFA ]{ DFM ][ DFR JL',{}I‘;‘dZI;gSI rizzf;;f]
. i L
Manufacturing @ [ PFMEA ][ A\';Z:?:r']igf J[ Cglr:;"' }{ Se J[ Acce;t;nce ][ Audit ]
Bin Yield Data Collection
Test PAT : Storage and Screens
AIEIES Retrieval

Appli cation & e Etr;vlig?ergg S?rtéith Systems Product
Enai . .
Capability Standards Testing Analysis ngineering Derating
Continuous Wafer Level Process & Product Defect
Improvement Process Product Reliability Monitorin
Monitoring Improvement Monitoring 9

Problem Solving e Problem Solving Failure Analysis
Techniques Process




B_uilding Value Through Connection

™ Each jewel demands state-of-the-art standards —
connedctivity, reliability, and skill woven into every strand.

® The Zero-Defect Dilemma in the Semiconductor Industry
M A Single Company Cannot Achieve True Zero-Defect Alone
W Checklist Expansion Creates a Resource Trap
® Why the Ecosystem Fails Without Coordination

B What's Needed for a Real Zero-Defect Ecosystem

Reference

«  Powell, Magnanini, Colledani, Myklebust, Advancing Zero Defect Manufacturing, 2022
+  Psarommatis, May, Dreyfus, Kiritsis, Zero-Defect Manufacturing & Sustainability, 2020
*  Kennedy & Alexandrescu, Automotive Electronics Reliability In-Field Monitoring, 2024
*  AEC Council, AEC-Q004 Standard, 2020

*  Gandhi & Gandhi, Advanced Analytics for Yield Improvement, 2015



From Failure Analysis to Leading Metrics for Manage Risk

= Systematic analysis: Use FMEA, FTA, and FMEDA to identify
= Quantitative linkage: provide the failure rate (A) as a leading metric

= Design insight: the logical connection from item/system faults down to individual failures

Absence of
Safety (Reliability) violations

Derived from 1SO26262 and

suppress the potential risk

Qualitative ) Quantitative
{ FMEA J { FTA J { FMEDA ]

« Cause » Top event * A : Failure
+ Failure mode * logic gates « SPF
+ Effect, * cut sets . RF,
AP * probability « MPF,

SGS
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FMEA vs. FMEDA

5th Step 6th Step
Risk Analysis Optimization

0N Make sure systematic fault
@ is sufficiently low by

SR preventive and detective

|As signment of existing
and/or planned controls and necessary o reduce risks
rngofstures control measures
2nd Step 3rd Step 4th Step
Structure Analysis Eunction Analysis Failure Analysis e s rotog
As signment of Prevention responsibilites and
Q Controls to the Failure deadlines foraction
' Causes impiementation
@
Visualization of the analysis Visualization of funcions Establishment of the Failure
scope chain
[DFMEA & FMEA-MSR: |  [DFMEA & FMEA-MSR: OFMEA
Structure tree or equivalent: Function tree/netor function Potental Failure Effects,
block diagram, boundary analysis form sheetand Failure Modes, Failure
diagram, digital modei, parameter diagram Causes for each product Z (KSPF + }\‘RF )
physical parts function.

_____ SPFM |- Safety related HW elements Make Sure random
2 hardware fault could be

Safety related HW elements

FMEDA 0 ) controlled by safety

(FM EA_MSR) LFM l _ safety related HW elements meChanlsmS
Z (}L - }LSPF - lRF)

safety related HW elements m




Insight Through Skill: Combining FTA and FMEA

* FTA

« Top-down logic to trace risks

Top event: safety goal violation

* FMEA [ il ]
« Bottom-up discipline to capture
weaknesses. [Fowers | [ ootz | [ Famwrers |
= Together
» Reflect engineering skill and insight | e | S |

« Connecting system faults to root

causes

© 2025 SGS Taiwan Ltd., All Rights Reserved.

Bottom event: failure of elements

(

Basic Basic\
failure 1 failure 2

(

1SO26262-10:2018 Annex A SGS‘
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V_isible Faillures Anchored in FMEA

= Automotive ECU Example, Brake-by-Wire System MCU Block Diagram

*Prevent unintended loss of PAD RING / ESD
braking torque ¥

Safety Goal

ANALOG FRONT END (AFE)

» Brake ECU fails — loss of :

Violation braking function { - ]

ADC_A ADC_B

=172 VloJe (20 | MCU stuck-at fault — wrong

brake pedal signal

SAFETY MONITOR

2{6ele) @1V« Register bit stuck (chip defect)

CPU COMPLEX & SAFETY ISLAND

=V]= » Special Characteristic = Critical

(High severity, low detectability)
COMM & ACTUATION

« Redundancy + plausibility PERIPHERALS

@011zl 0= checks + diagnostics — Safe

State POWER/CLK/RESET

© 2025 SGS Taiwan Ltd., All Rights Reserved.
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OPC-Driven Risk Mitigation for Reliability

= Applying OPC reduces critical manufacturing risks—such as shorts, opens, and signal distortions—ensuring that the
circuit, marked as a Special Characteristic, remains reliable.

= Linking risks to FMEA ensures proactive quality control, with checks built into the process to safeguard product integrity

and yield
Dense Parallel Metal Lines O Line-end Spacing (Poly Resistor) . . . ..
Risk: bridge (short) between IN-a and IN,_REF Risk: line-end bridge at reference ladder FMEA Linka ge with S pecia | Characteristic
Without OPC With OPC Without OPC With OPC
A: Input nets integrity (Metal spacing)
OPC/LFD check
IN A IN 5 Rer IN A IN 5 ReF
e | e B: Reference ladder accuracy (Poly ends)
End-gap OPC check
Q Via/Contact Landing Q Gate Corner Roundling
Risk: open/high-R on signal via ) (SY‘"tCh)
Without OPC With OPC sk paramatric cper/short C: Signal continuity (Via stack)
With OPC With OPC o .
thout " Redundant via, OPC bias
' l D: Switch linearity (Poly gate)
undarsizedjehitted anlargad pad rounded/swollen serif.s.+ bias Gate CD O PC SIgn_Off
via — partial landing dog-bone, SRI-'\F poly—Ron T orghort stanlkee GO

OPC : Optical Proximity Correction
LFD : Lithography Friendly Design
SRAF: Sub-Resolution Assist Feature
. . Serifs: Tiny layout extensions at corners
© 2025 SGS Taiwan Ltd., All Rights Reserved.



Soft Errors: A Hidden Threat to System Reliability

= Node shrink, packaging, and workloads drive hidden soft-error risks
= Zero defect needs proactive SER modeling and mitigation

@2 Soft Errors /

Energetic Particle-induced
transient faults

Advanced :

High-
Performance Workloads

“ ; Material; susceptibility to

Increased activity
makes systems more
vulnerable

© 2025 SGS Taiwan Ltd., All Rights Reserved.

References

*  Wrobel, Analytical Approach to SER from Atmospheric Neutrons, MDPI, 2022

* Slayman, Soft Error Trends & Mitigation in Memory Devices, IRPS, 2015
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Semiconductor Reliability Assessment Process

= SER assessment connects design, package, test, and system
= Zero defect needs proof at every gate

H B 1. Product & Scope

Standards Referenced Product/Part No.
Checklist Version Node/Process
Package

Product Revision
u visi Application Target

o—

6. Field Sanity

2. Materials & Package

Ert:or counters vs. modﬂ Alpha- Emissivity Upper Limit
Poisson Model Soft Error Effect Emissivity Report

Confid level
(Confidence level) Reliability

Assessment
5. Risk Acceptance

Alignment of accelerated j
radiation testing and
atmospheric (field) result

Neutron SER Test

Alpha-Induced SER
Characterization

4. System-Level Mitigations

JEDEC 89B

E LMoi;I}::?ggg Acceleration and Environment Test
© 2025 SGS Taiwan Ltd., All Rights Reserved. 3D/HBM
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Failure Classification and Management Strategies

= Hard and soft failures demand dual metrics: lagging (PPM) & leading (FIT)

Hard Failures (PPM focus)

*Factory: visible at ATE/outgoing tests.
*Field: latent, invisible w/o stress tests.

*Traceability via DIM (e.g., OPC).

«Soft Failures (FIT focus)

*Field errors: visible if reported
(ECC/system), invisible if silent (SDC)

*AEC-Q004 DfT + verification flows

build systematic detection & ecosystem.

© 2025 SGS Taiwan Ltd., All Rights Reserved.

(T Wdd) sa4njieq pseq (T L1d) seanjieq uos]

r

Soft + Visible

SEU causing crashes,

ECC uncorrectable

events ﬁ&

Controlled by:

watchdog reset.
I

Hard + Visible

/N
Typical: opens, shorts©™

bond-wire breaks

Controlled via: FMEA,
SPC, OPC in DfM

Soft + Invisible

? » Typical: silent data corruption
(SDC), corrected ECC
« Managed by: DfT flow,
material selection

Hard + Invisible

. O+ e*Typical: micro-cracks, TDDB,
EM, intermittent vias

*Managed by: FMEA, Burn-in,
HTOL, Margin tests

Factory / Early-life visible

Field / Latent long-term stress } SGS
15



AEC-Q004 as the Linkage between IATF 16949 & I1SO 26262

= Bridges quality and safety through FMEA, gating logic, and dual metrics (PPM & FIT)
= Drives continuous improvement, evolving from defect reduction to functional safety assurance

Characteristic IATF 16949 AEC-Q004

e
:
’ -

Handled via DfM flow ensures May cause Safety

Hard Failure Handling FMEA/PFMEA OPC correction Goal Violation if not
traced from FMEA mitigated

Addressed by safety

Latent defect DfT + Verificati
atent derects erirication mechanisms (ECC,

ﬁA Soft Failure Handling managed via audits, flow for Soft Failures .
SPC, PAT (SER, transient) o8l &g,

: Dual governance:
. PPM, Cp/Cpk, audit . SPFM, LFM, PMHF,
S Metrics e Quality (DPPM) x i
Safety (FIT/DC)

Extendable ecosystem:
/'l Customer quality< safety, Ensures end-to-end

Zal 1 requirements and :
=218 |mprovement Driver quirement Kt A safety compliance

© 2025 SGS Taiwan Ltd., All Rights Reserved.



Thank you!

=

Functional Safety & Cybersecurity Service Center

_SGS.
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