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A 26 years of experience in Semiconductor and Automotive
System development .

A Fellow at NXP covering both Automotive and Industrial Safety

A Various experience like STM, Freescale, Renesas, Siemens
VDO, Continental and Hella

A Ph.D in Engineering Sciences with a specialization in
Semiconductors

A Located in NXP Toulouse, France

A Member of 1SO TC22/SC32/WG8 covering 1S026262 &
1S021448



Functional safety is the absence of
unreasonable risk due to
hazards caused by
malfunctioning behavior of
electrical or electronic systems
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Functional Safety Standard
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GREEN VEHICLES

1S0O26262 (Road vehicle, functional safety) @ waes* 2" edition published in 2018 3" edition not expected before 2027

ISO TR 9968 (Application to generic rechargeable
energy storage systems for new energy vehicles) S

o - it i i i i rd ion?
B0 WG8 1%t edition published in June 2023 N@‘Tgﬁ@ Integration into 1S026262 3 edition?

Credits: Riccardo Vincellii Renesas
IQPC Safety week 2025
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Elements of a safe system

Functional safety Reduce accident by system failures
ISO 26262

Device Quality /
Reliability

Reduce accident by system hack

Security 1S021434

Vehicle safety

Zero component failures & systematic fault

Device reliabilit
y AITF 16949 / AECQ / etc 3

Reduce Human errors / system limitation

Vehicle Safety SO 21448
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Base failure rate, mission profile and FMEDA b a complex relationship

) i U Outdated reliability handbooks
HW Base Failure rate calculation y

IEC62380 SN29500 FIDES 6~ » « U+« Hard to use real data, except for specific techno

U Major objective: compare apples with apples

. : U Huge impact on the base failure rate
Mission profile
U Not representative to real usage

IEC62380 SN29500 IEC61709 AECQ Custom

u Different approach than for device qualification

U Metrics are mandatory

U PMHF targets down to 10 FIT ( ie. Residual failure
Allocation to HW block based on Metrics calculation (SPFM, LFM, rate after diagnostic)
design data PMHF)
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U Can heavily impact safety concept



Electric Vehicle leads to Extended mission profiles

Is Silicon prognostic a solution ?




Silicon prognostic is few words

Objectives Use cases
A Predict failures and estimate remaining lifetime A Automotive: battery monitoring, mission
A Improve reliability and reduce downtime profiling
A Enable proactive maintenance strategies A Industrial: equipment health monitoring
A Support low - power design methodologies A Data centers: silent data corruption detection
A Facilitate root cause analysis and closed - loop A Avionics: engine tracking and airframe
reliability modeling maintenance
Technologies Standards
A Embedded sensors (temperature |, voltage, A 1SO TR9839 b Predictive Maintenance
current ) A |EEE FSSC Prognosis Workgroup
A Margin detection flops, ring oscillators , LTUs A 1SO 26262 (3rd Edition) b Functional Safety
A Data analytics and AlI/ML algorithms
A Silicon odometer ,PoST, Ring OSC



New challenges
ifety
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Massive disruption underway




Automotive industry must navigate mounting challenges

Complexity

A

Rising cost and complexity of architectures in
a hypercompetitive market

A Automakers reducing EV vehicle ASPs by ~20%
to stay competitive

Data - driven
service - oriented
architectures

A ECU and software growth exponentially increasing
in complexity

, Leveraging vehicle data for new revenue streams
Adoption of

OTA, ADAS, IVI A OEMs have multi - billion - dollar revenue targets from

software revenue by 2030

Reducing design cycle of new models from

Additional ECUs added
~b years to ~2 years

for new features

A New entrants pushing faster design cycles for new
model introductions

>

Features



How will SDV help you differentiate?

What for which evolution ...

Or merely an engineering execution issue: reducing complexity
by decoupling hardware from software?




Software - defined vehicle
Modularity, flexibility, and speed enables lower Total Cost of Ownership (TCO)

[ Before SDVs ] { With SDVs

sae o (Gmeme e

Hardware
oriented
vehicle




Separate integration  efforts for every ECU

Efforts ECU1 ECU2 ECU3 ECU4 ECU5 3 ECUX
exponentially

INncreases with
more ECUs




- Defined

Software

EV platform

HW compute platform for vehicle®

computer, zones and end nodes, battery

management, networking and power

management




driver monitoring, safety systems

Safe automation
Radar

- Defined

Software

EV platform

HW compute platform for vehicle®

computer, zones and end nodes, bat : /-
management, networking and power "

management




User interaction |
Telematics, car access, eCockpit ,
radio, touch systems

Safe automation :
Radar, driver monitoring, safety systems

Software - Defined
EV platform

HW compute platform for vehicle™
computer, zones and end nodes, .,-
management, networking and power
management



Software y
Vehicle - integration platform, middle
firmware, machine learning

User interaction
Telematics, car access, eCockpit
radio, touch systems

Safe automation
Radar, driver monitoring, safety systems:

Software - Defined
EV platform

HW compute platform for vehicle ™ ,

computer, zones and end nodes, .,-
management, networking and pov
management



‘ Cloud

Virtual SoCs, lifecycle management

Software
Vehicle - integration platform, midele
firmware, machine learning

User interaction
Telematics, car access, eCockpit
radio, touch systems

Safe automation
Radar, driver monitoring, safety systems \

il

Software - Defined
EV platform

HW compute platform for  _vehicle™
computer, zones and end nodes, batteryg

management, networking and power = €
management e - .



Trending to three different E/E architectures

Initial development effort

Distributed Zonal Vehicle Compute & Zonal Consolidated Compute

n n
.__- .—_. .—_.

. - -
- | o L L=

—
—

*®

Scalability across fleet

Upgradability beyond IVI
(ease of adding new SW functions)

BoM cost (electronics + harness)




Next generation
ifety
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Integration challenge

New concept
of Virtual ECU

Consolidation
requires
and

technologies
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ECU3

ECU4

ECU5 3 ECUX

Hosting multiple ECUs in a single central compute

ECU1

ECU2




Virtual ECU concept

Hosting multiple ECUs in a single central compute

Different vendor per VECU I

1/O
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Avallability: multi - application isolation & fault reaction

ZONAL pAe]\/\N
GATEWAY GATEWAY

CENTRAL
COMPUTING

o 4L o — AY + L} 3 -

A Functional isolation
A Independent fault detection and reaction
A Enable virtual ECU restart, minimize SoC reset as recovery

ZONAL
GATEWAY

Py Py Y Pyl
System 8T @z @z & T
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(Safe & Secure) ney Virtual ECUO  BPER Virtual ECUL Bl Virtual ECU2 BF=8 Virtual ECU3
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Fault management, Recovery, Safe Stating Safety Subsystem
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Virtual ECU: cohort concept b a collection of SOC resources (HW and SW)

A Cohort characteristics:

A A Cohort runs one or more applications Cohort 1 Cohort 2

A - = ‘ I_Ot 3 ﬂ y _ y 1 - ’ --
AN r + Ay s ) i kY + ) y + ™ kY Ay Core Core

A HW and SW architectures ensure no interference
among Cohorts

A Each Cohort can be independently managed (run,
idle, safe, etc3 °

A”‘th « ) !l+ ;‘ “J‘—Io —|+°_ DMA 6“
AOverall partitioning ownership System Base Cohort
A System Cohort partitioning Manager runs at boot
A System Base Cohort controls the runtime
A Foundation SS (FSS) is System Base Cohort Thore e 0. 4
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Safety envelope b Fault reactions

Unsafe states

Detection
) SoC safe states °
Isolation
Local
Escalations

Application safe states °

Normal operation °
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Streamline
development with
pre-integrated software

Consolidate without
compromising safety and
security

A platformto scale,
reconfigure, move
functions

S




Making mobility safe and

Secure

ECU
Consolidation

Isolation &
Availability

Predictive
Maintenance
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Vehicle network architecture
evolution domain to zonal,
high bandwidth comms,
mixed criticality processing

Enable high performance
mixed criticality processing
and multi - application fault
handling and recovery

Enable in - field silicon lifecycle
health monitoring and
predictive maintenance



